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1 Introduction

1.1 Introduction

The centre communications may be divided into 5 sections:

· The “building” to/from centre management staff.

· Centre Management staff to centre management staff

· Centre management to retailers (& retailers’ representatives)

· Retailer to external connections

· Centre management to the public

The comments in each sub-section referring to integration are intentionally repeated to ensure that the reasoning for the integration between the systems (in both directions) is made clear.

It is now possible (and within UK building control guidelines) to integrate most life safety systems to a certain degree, e.g. fire detection. Other, non-statutory systems, such as pedestrian counting, readily reside as part of a unified network. 

The outcome of this approach, of common infrastructure and system integration is “more for less”. The cost of design, co-ordination, containment and combined system costs should be reduced and the benefits from intelligent “push driven” information and reporting will result in higher quality management and efficiency of staff.

Maintenance costs overall should be lower, but additional staff, such as a site systems administrator will be required.

At this stage in the project “critical decision programme”:

· The concept of a  unified infrastructure should be considered

· The equipment room(s),local wiring cabinets ( LWC’s), cable routes and containment need to be designed in.

N.B. LWC’s positioned within the perimeter of shop units should not be located within 10m of the storefront.

· The retail leases should be qualified with an unambiguous statement on the management of wireless networks within the centre.

· Other decisions, such as cable specification need not be confirmed at this stage and should largely be designed around the bandwidth requirements of the implemented systems (taking into consideration the economies of diversity).

1.2 Summary of the Base System


The centre network should consist of a fibre optic backbone (mostly multimode [for economy – unless distances exceed 500m]), connecting local wiring cabinets (LWC) that are distributed throughout the building (systems currently being installed are 1-10Gbit). The wiring cabinets should be within 70m of a wireway path to every point in the building where a device could conceivably be required. All landlord devices e.g. telephones, proximity card door access etc. should be IP addressable if at all possible and connect (via CAT6 wiring) back to the LWC’s. Where this final connectivity is difficult a wireless solution should be considered. These field devices will communicate back, via the network, to central processing units located in a main equipment room where synergies between systems may be exploited, e.g. security and fire alarms connected to CCTV.

The network should be duel cabled, running (where possible) via different routes, to provide the greatest level of resilience. Local temporary digital data storage may be considered to reduce “traffic” on the network.

1.3 The System Design

It is expected that each electronic system will be fully specified during the detailed design stage of the development programme. In addition, the formal process of final delivery should be agreed, to ensure that finite detail on software programming, final device positioning & cause and effect requirements are provided to the sub-contractors at the optimal time. As with every element, it is expected that the main contractor will quickly generate a sign-off programme, consisting of a workshop and a sign-off presentation for each package.

It is intended that this document is used to assist the design team on understanding the unique requirements of shopping centre systems and enable the design to be (nearly) “right first time” rather than the initial “stab” being rejected and multiple design iterations being presented. This paper is not a definitive document, so alternative and contradictory thoughts should be expressed.

As the contract may be design and build, the developer should probably indicate a specific vendor as an example of the quality of installation expected and a right of veto over the tender list. This is because it will always be possible to identify a cheap (and nasty!) vendor, who meets the employer’s requirement criteria. A total life-cycle template should also be included in the tender documentation. This must be filled in by the sub contractor (sanctioned ultimately by the main contractor) so that a decision on selection is not just based on capex, but also on how long the installation will last, cost to run etc.

During the tendering process, it would be an interesting exercise if vendors were asked to provide information on the cost of their systems either based on a landlord’s IP infrastructure and as a stand-alone solution.

Although this field is relatively new to builders of shopping centres (main contractors), there are several “market ready” solutions available, whereby the risk of delivery for the whole collection of technology packages is transferable to a specialist organisation, while still being under the control of the main contractor. Following this route, the main contractor is more likely to take on the delivery, content in the knowledge that a single organisation is prepared to take on back to back liability on programme, cost and specification.

1.4 Open Systems

A statement on “Open Systems” should be included in each electronics tender package. This will undoubtedly cause some consternation, but no supplier really has good reason not to release their software protocol to facilitate inexpensive integration between systems. Their reluctance is based on the super-normal costs they can charge for monopolistic systems integration. The second stage of the tender process must result in an employer’s requirement that states exactly what should integrate to what and what is to be achieved by the integration.

1.5 Capital Expenditure v Service Charge

The fundamental issue of optimal service charge level should be considered. Retailers are interested in the total costs of occupation (TCO) as this impacts on net profitability. The TCO are made up of several factors, such as staff, utility bills, service charge and rent. 

Most retailers have multiple, geographically distributed sites and they ought to be aware of the relationship between TCO and gross profitability, comparing one location with another. If the TCO at one location are higher than the mean across the portfolio, for a certain gross profitability, then they will be discontent. They will want to lower TCO to improve profit (ceteris paribus). There is a clear non-linear inverse relationship between rent and service charge, i.e. increase one, decrease the other. If service charge, staff costs etc. are pretty much fixed, then the rent must be reduced if the TCO is significantly above the mean. 

At a cruder level, retailers are able to compare the service charge levels (£/m sq./pa) between locations and therefore develop a feel for what is an acceptable and normal rate. From this it may be deduced that it is a good thing to reduce service charge, as long as the functional and ambient elements of the centre are not reduced. 

Service charge and total installation life cycle costs can be reduced by spending more during construction. However, retailers will also have an expectation of market rent and there comes a balance point when rent cannot rise further (because of relative market rents), even if the service charge continues to fall. At the extreme end of the graph indicating the relationship between rent and service charge, an incremental reduction in service charge will actually also reduce the rent (due to the less appealing ambience and experience quality). 

Eventually the question boils down to – as a trend:

Do you (the developer) want to keep capex to a minimum while retaining high quality installations, but accept that service charge will be higher & therefore rent will be lower.

Or,

Do you want to keep service charge low to optimise rent, by spending more during development?

Conclusion

Once a service charge rate has been set, calculated on a line item basis, it may be measured against similar shopping centres and regional standards. If it is found to be lower than the market rate, then items, such as the pedestrian counting system may be rented and the development capex saved. 

On a final, general point, if the retail development is part of a portfolio of schemes, or the first of several developments, economies of scale should be pursued by agreeing favourable terms on future developments.

2 The “Building” to/from Centre Management Staff

This includes all data communicated from intelligent building elements, e.g. BMS, security alarms etc. to a person working in the centre management team.  Principally the system set-up should automatically “push” information to the “right” member of staff, i.e. an alarm, CCTV image or a report should be generated and put in front of the system operator, with instructions on how to react (where necessary).

2.1 Fire Alarm System

Traditionally, fire alarm systems consist of detection and activation devices linked to local (but sophisticated) fire panels that are networked to a workstation. The local panel “latch” triggers the evacuation sounders and any plant, such as extract systems. The centralised workstation provides more detailed information than the fire panel, using graphics and detailed descriptions. 

The basis of this approach is retained when integrating the fire alarm onto a unified network. However, the networking is undertaken by the common infrastructure and the integration with other (non-statutory) systems takes place on a central server. Localised cause and effect connections will still be hard wired to field panels.

The centre fire alarm system design is bound by statutory requirements that are in place to reduce the risk of system malfunction or failure. An optimal solution will consist of localised cause and effect networks and hard wiring to plant, with connectivity to the centralised system via the IP network. The London Fire Brigade has stated that they very much like the combined approach, as a duel-connected (Cisco type) network is more robust that even the best MICC cable radial or daisy chain design. The integration with other systems may be achieved at workstation level. This is how the now operational County Hall project in London is structured.

Having spoken to Siemens and Protec [fire alarm system manufacturers], both say they can design systems that function in this way, but they are worried about different fire authorities accepting this. They also say that the installation might not conform to BS 5839 (2002), however, both companies have installed their systems of this methodology successfully in large complex UK buildings! 

It seems that the fire detection supply industry may be protecting their contract size, rather than acting in the interests of the end user. Main contractors and even client designers tend to go along with the “firm views” of the suppliers, either through lack of understanding or because it is easier and less risky for them. Objections to this approach to design should be robustly tested.

So, theoretically the approach of installing local networks connected together via the IP network is the way to go and the industry will eventually take this path. Unfortunately, there will be some resistance from suppliers, contractors and designers and this introduces delivery risk. If the designers are not “champions” for this approach, the local Fire Brigade will detect (or be told informally!) the designers doubts and reject the proposal. The financial cost of either system is not really a factor as the worse case scenario is that the costs for an IP based solution will be no more than a disparate installation.

Alan Porter (lead consultant at Warrington Fire Research) says that although the industry is going this way, he would personally like to see a few more installations in the UK before unreservedly sanctioning this methodology. 

Conclusion

Logically the shared infrastructure route is the right approach; however, intuitively and pragmatically it is too early to implement in the slowly evolving industry we are in. The design requirement could be forced, but additional risk would be introduced. Accordingly. (and a little reluctantly) it is recommended that a stand-alone solution, with full integration to other systems at the user interface is accepted. Of course, tenderers should be told of the intent of the IP infrastructure and encouraged to consider making use of it, but prescriptive directives should be avoided. 

Irrespective of schematic layout, fire detection and activation devices should be interfaced to:

(in addition to life-safety cause and effect devices)

· The CCTV system, so that when a smoke head or break glass is activated the nearest camera will automatically put up on to the spot monitor the optimum image of the incident. 

· Car park (& service yard) barrier system, so that (under the correct set of circumstances) the entry barrier will close and potentially the exit barriers opening. In addition, the variable message signage may change.

· Pedestrian counting system and the daily turnover information systems automatically generate reports for users. It may be beneficial if the fire alarm system “sends” details of the evacuation to these systems so that the extraordinary count for an evacuation will be automatically added to the report.

2.2 PA / VA

Fire evacuation loud speakers systems could theoretically reside on the IP infrastructure, i.e. it would work, but it seems that this would be in breach of the UK fire regulations. However, it would be interesting to have this conversation with the fire authority.

There are three objectives when considering PA/VA installation.

· Pre-recorded evacuation & urgent messages 

· Clear spoken messages

· Music of a reasonable quality

In addition, in a multi-evacuation zone building, the ability to direct messages only to the affected zone(s) is essential. 

Many combined systems in buildings do not work well. This is mostly due to too few loud speakers being installed, resulting in the necessity of increasing the output volume of the sparsely distributed loud speakers. The loud output results in the sound travelling further than required, causing a confusing echo (due to the finite speed of sound and reflections from hard surfaces) and confusing messages, when heard in zones where no message is required.

Shopping centres are huge boxes full of shiny reflective surfaces. Not only should there be large numbers of reasonable quality speakers, but there should be a feed back loop in each controlled zone that automatically adjusts the sound levels depending on the changes in absorption (few people/many people) and the ambient noise. 

The alternative is to have 2 separate systems, one fire rated and only used for the fire evacuation messaging and a parallel public address/messaging/music system. This is probably indulgent, unless the PA system design becomes very cheap to install by making use of the IP infrastructure (which is unlikely).

There will probably be several event spaces within the centre and it will be beneficial to cable these to facilitate the use of plugged in microphones (or even better wireless microphones). The zoning and volume control should be adjusted by the controlroom, unless a temporary mixing desk is to be used for events.

Conclusion

Ultimately the designers & the QS, with the main contractor, will have to calculate (& demonstrate) the most cost effective approach that meets the required performance criteria.

2.3 BMS

The controlled switching of circuits will be undertaken by a BMS consisting of outstations, connected to a central processing device with a user workstation. Large elements of plant, e.g. an air handling unit, will probably have a built-in controller and will not require duplication of control by the local outstation. Such devices may connect directly into the network as IP devices. 

Accordingly, the BMS specification may be rationalised in extent, reducing the requirement for an extensive separate (e.g. LON) network and also the specification of the local out-stations, where control is undertaken internally by the devices’ own controller. 

Two of the leading BMS solution providers have been interviewed (TAC and Trend) together with a vendor-agnostic installer (EFC). All 3 confirmed that BMS systems are moving towards IP addressable systems. Both manufacturers specify that their workstations and servers are IP, Trend utilise IP controllers and TAC will do so in less than 12 months. 

All 3 organisations confirm that when comparing a traditional (disparately wired) distributed BMS system to a system that makes use of a common IP infrastructure that the latter is significantly cheaper. In addition to the cost savings, all 3 noted that installation and commissioning time risks are reduced when adopting this approach and the ability to modify and add to the systems is immensely improved.

The tender documentation should be worded such that it is expected that vendors make use of the IP infrastructure in their proposals and state their specification requirements for the IP network. 

Conclusion

Although flexibility is the key to competitive tenders, i.e. do not be too prescriptive, I would expect the likely outcome to be a heterogeneous solution, with some items connecting directly, while others reside on local networks that connect onto the IP infra-structure. The outcome should without doubt be a cheaper, more flexible solution.

2.4 Planned Preventative and Corrective Maintenance Systems

The BMS system will generate critical and non-critical alarms and is capable of recording hours run on switched installations. This information forms the basis for the post-opening planned preventative maintenance and corrective maintenance programmes (PPM & CM). This information should be fed into an electronic PPM system.

The PPM system will drive all maintenance activity on the site, measuring performance of contractors and installations. It is beneficial to integrate the system with other communications systems to facilitate the automatic emailing and SMS of alarms & problems to maintenance contractors. 

The PPM system should be specified at the same time as the BMS & other comms’ systems to ensure compatibility. It may also be used for invoice generation for chargeable services offered to occupiers.

Wireless P.D.A.s are often used for field maintenance management, with the item (e.g. an air handling unit) requiring a maintenance activity and details of the task being displayed on the device. The item is tagged with a proximity detection marker, to ensure that the full audit trail of maintenance activity associated with an item is captured.  

Although planned preventative maintenance is a post opening management issue, and the system supply, commissioning, set-up and costs in use will be funded from service charge, it is essential to ensure the built in installations and the pertinent project information are aligned with this downstream activity. 

Conclusion

It is highly recommended that steps be taken to ensure that the integrated PPM solution be fully operational on the day of opening, to capture the full service history of all site assets.

There are a number companies that are well established in the UK that could provide an excellent PPM solution, so competitive tendering may take place. This purchase will be outside the main contract. All companies require the same project information and method of connectivity with other systems, such as the BMS. The “compatibility” information should be included in the tender documentation and the PPM procurement process should be entered into master programme to match with the installation of the BMS.

PPM companies are all prepared to delay invoicing of work undertaken pre opening, to avoid capital expenditure. The approximate cost of the system and implementation will be £130K, which may be spread over a number of service charge years.

2.5 O&Ms

It is critical that the design team and trade contractors produce their as built drawings, specifications, operation & maintenance manuals and health & safety file information in a highly prescriptive and structured manner, all indexed, cross-referenced and electronic. This information is necessary for those who manage and maintain the centre and potential purchasers.

It should be noted that the construction strategy for identifying locations and plant is almost always inappropriate for post hand-over activities. For example, the centre will not refer to the “ground floor” as level 3, cores and lifts are added sequentially (as the design develops), but in no geographical order and finally fire zones, smoke zones and other horizontal sub-divisions are not co-ordinated or intuitively named. An exercise should take place very early in the project to agree the official naming of the centre. Then “as built” drawings and documentation will be straightforward to understand and match post-opening identification.

2.6 Security System


Intruder Detection System

Introduction

The intruder detection system (IDS) forms part of an integrated security solution for the scheme. The other elements are the CCTV system door access and help points. The function of the IDS is to prevent undetected access and movement in common parts. Individual detection devices will be capable of being made either “live” or “dormant”. For example, during the day an external door may be legitimately used on many occasions, in this instance the detector would not generate an overt alarm message [dormant]. However, at 1800 the same door may be made live, so that as the device is activated an alarm is sent. At all times the system will monitor every device to ensure that it is fully functional.

The intruder detection system devices consist primarily of magnetic door contacts and infrared sensors to protect access through the building perimeter and in common parts. These are likely to be aggregated locally and connected to the IP network, feeding activation signals immediately back to a controlroom operator with a workstation.

When a monitored area is “live” and a device is activated, connectivity with the CCTV will allow any fixed camera images to be spot monitor displayed and for the telemetrically controlled cameras in the vicinity to “pan tilt zoom” onto the incident and for all associated camera images to be “pushed” to controlroom staff.

Where a monitored area is covered by fixed cameras, as well as other devices, software “plug-ins” into the CCTV system enable movement detection within the field of vision of the camera, enabling the deletion of the infrared detection or door contact. (Both are still recommended for perimeter protection.)

The additional cost of enabling the system to monitor shop unit security is very small and as this would be a chargeable service, should be included in the employer’s requirements.

Other systems, such as the car park system will generate security alarms (broken barrier arm, cash box being opened etc.). These alarms should be channelled through the security system to ensure that they are fed to a manned workstation and the connectivity to the CCTV is enabled.

Security Specification

Probably the best way to achieve the centre’s operational objectives is to produce an Employers Requirement that ignores the fact that contractors like pigeon – holed packages. 


Perimeter Security

In simple terms the shopping centre may be treated as a 3 dimensional polygon, with external penetration points on all faces. The security system should be capable of monitoring movement and access by pedestrians and vehicles at all penetration points, including; external doors [& roller shutters], access from the roof and basement areas.

Internal Security

Sensitive areas, such as the management office, controlroom, workshop, stores etc. should be monitored. As all of these spaces will have door access control anyway, this will not be a problem.

there is a requirement for all fire escapes to have CCTV coverage, each of these corridors should be movement detection monitored, through the CCTV.

Some retail units will require security monitoring, via a connection between the shop system and the developer’s. The system should be designed with enough capacity to accommodate alarm inputs from every shop unit.


Connections with other Security Systems

The car park pay on foot system will generate security alarms for a variety of reasons. These will range from broken barrier to unauthorised opening of a payment machine. These alarms must be capable of being transferred to the IDS.

User Interface

The primary users of security system information will be control room staff, who will use networked workstations. 

Centre staff should be able to configure the workstation network, so that selected workstations receive selected clusters of alarms, e.g. all car park alarms to the car park operator. Using centre schematic plans, with detection points overlaid, centre staff should be able to change the status of a device. A device may be always live, e.g. a rooftop fire door, or automatically made live on a timed basis, e.g. a mall door will be passive during the day, but become live once the centre is locked. Ad hoc switching, that temporarily changes the status of a door for a short, fixed period should also be facilitated. 

When a device is live, all useful information should be “pushed” to the predetermined operator, i.e. an operator who has logged on to the security system. Pushed information should include an auto-generated schematic plan of the site of activation, with a text box identifying in words the location and type of detection. In addition, a “help box” should appear that contains centre management inputted information, such as key number for the room, retailer information and specific actions, e.g. call this person... 

CCTV images of cameras (both fixed and PTZ) that overlook the activation site should simultaneously be auto-generated onto a spot monitor within easy view of the operator.

A specific example of pushed information is the staff entrance/tradesman’s entrance, which will be active 24 hours a day. Each time a member of staff opens the door, or a visitor is permitted access, the image is put up for the operator to view. In this instance, a schematic of the detection site will be unnecessary.

In the event of a fire alarm, all fire exit doors must change state from active to passive, to avoid the need for the operator to acknowledge, perhaps several “10s” of alarms. The system archive would hold a record of each activation, but there will be no operator response required.

Archive

An untameable audit trail that logs all security system activity must be maintained. It should combine information from the various alarm generation systems into a single database that may be referenced by; time of occurrence, location of occurrence or by another parameters, such as recognition of an individual (e.g. via the door access system). In addition, system meta-data, such as who was the operator who acknowledged the alarm and when should be associated with the activity. Obviously silent activity, when the device is switched to dormant must be captured.

A performance requirement of this type enables the main contractor, or perhaps a subcontractor who is awarded several similar packages, to create economies of scale, for example, using in-view fixed camera motion detection in corridors, instead of PIRs or utilising the door access system at entry points, instead of additional door contacts.

Help Points

A help point may be defined as an installation that enables the public to initially call attention of centre staff to their location and then to quickly have a conversation over the nature of the reason for the call. Overt signage will assist in the public locating these points. Help points will be specified as part of a number of tender packages. These include:

· Lift cars, both public and service

· Car park management system, including entry, exit and payment machines. There will also be dedicated help points. Although the car park is being managed separately, if the car park is to be accessible to the public after the car park control room is closed, these help points will be re-directed to the centre control room. 

· Service yard entrances will be fitted with an intercom system.

· Shop units that request panic buttons connecting back to the control room will form part of the IDS system

· Disabled refuge point intercoms will be handled as a separate system

The help points should be integrated to the IP phone network, to take advantage of the system features, such as call recording, transferring incoming calls to different handsets etc. The meta-data associate with the call should be displayed on the phone screen, e.g. “SERVICE LIFT 14”.

Where CCTV cameras cover help points they should display the best predetermined image on the spot monitor.

2.7 Door Access/Security Patrol/Staff Logging on Site

All “rooms” (management, plant, identified landlord’s stores etc.) should have proximity detection access, as will some access doors and certain internal doors. This distributed network of devices should be connected back to the controller workstation (possibly via local controllers) over the centre network. The workstation should be situated where cards are issued to users (probably the main control room)

Staff, contractors and perhaps retailers should be issued with these cards.

The system should be interfaced to the CCTV system, to enable recording, and from some locations, viewing of “activations”, for example images of people leaving the management offices, or workshop (where expensive, portable items are kept).

The centralised system should enable a digital photograph of the card holder to be associated with the card. This will allow the control room operator to see both a CCTV image of the person gaining access and a library photograph of the person the card is issued to. This means that it is possible to establish whether the card being used has be stolen cards [but not reported] or “lent” to a 3rd party.

If a card is reported lost or stolen, not only should the system be capable of deactivating the card, but an alarm condition should be initiated if anyone attempts to use the card.

Ideally, it should be possible for card issuers to put text on the card, such as “Contractor”, “Retail Staff”, or the name of the card holder.

Two fringe benefits may also be derived from this system:

Clocking In

The date and time of arrival and departure of all centre employees and contractors should be recorded. Generally this should be undertaken at a manned location, often where radios, instructions etc. are given out. However, additional exits (for lunchtime excursions) may also be used.

The data collected may be connected to payroll systems and for fire role call lists.

If identity card carrying is to be mandatory for all retail staff & visitors, the clocking in function could be extended to shop units (as an additional service).

Security Patrol Monitoring

24 hours a day, 7 days a week security staff will patrol the building. They will be required to walk specified routes that will constantly vary. An audit of where and when a patrol took place is necessary for management. The door access system is the ideal method of facilitating this. Some, but not many, additional proximity detectors will be required (where the patrol is required, but no doors are covered), but if the system is IP, the devices will merely wire back to a LWC.

2.8 Car Park System

The car park management system is to be “pay on foot” and will consist of ticket issue & receiving machines, barriers and payment machines. In addition “loops”, remote help points and internal variable message signage are included. The devices that make up this system could reside on the centre network. Integration with the following systems would be beneficial:

· Security – for cash box alarms, broken barriers etc.

· Telephone – to link into the intercoms and help points

· CCTV – to link to security alarms & intercom calls

· BMS/PPM – to manage maintenance activities

· Fire – the cause and effect may require automatic entry barrier closure, variable messages to change, exit barriers to open etc.

Additional services could be bought through the system, such as car washes

It is expected that the system components will be discussed more fully at design workshops, however, though should be given now to locating the payment machines in optimal locations. Reporting and the ability to combine data with other sources into cohesive reports should be specified. At a non-component level:

The car park system and the vehicle control to the service yards should be supplied as part of a single tender, to reduce capex and costs in use (& possibly on-site spares)

A number plate recognition system is an easy “bolt on” and irrespective of loyalty scheme benefits, if implemented it should be impossible for someone to remove a car without the matching ticket. The system should also feed into the local police computer, so they can locate known criminals. [It should be noted that car park CCTV at entrances and exits must be positioned in a way that permits the inclusion of recognition systems. Currently additional dedicated cameras are utilised for this purpose, but in the near future this should be unnecessary].

While on security, if out of hours mall access is required for the car park, the POF ticket may be used as a door access card using a card reader interfaced to the electronic lock. This would restrict entry to persons with a legitimate reason for entry.

Three leading pay on foot system providers have confirmed that their equipment can reside on an IP network, although at least one operates a “daisy-chain” topology, rather than radial, with reduces the potential gains from utilising the centre network, i.e. the savings to the package are less. 

As it is unknown whether there will be cost savings from deletion of the car parking system cabling, relative to the additional requirements of the IP network, the cable supply and install costs should be identified for both options.

Again all companies noted that intercom messages could be routed onto an IP telephony system, either at the installation or in the control room. 

Conclusion

The option for vendors to make use of the IP infrastructure should be made clear, but as the functionality of the system is dependant not on whether the car park system network is IP but the ability to integrate with the systems noted above, local IP compatibility is not critical.
2.9 Pedestrian Counting System

There are several options to consider when specifying the pedestrian counting system. All are dependent on what is to be achieved from the installation. 

Basic Level

A basic level of cover would be bi-directional horizontal parameter coverage, i.e. all mall entrances and stores [that have through-routes from external and mall unit entrances] and centre entry points from the car park. This will assist the management team to:

· Predict optimal staffing levels based on an appropriate staff to public ratio.

· Understand pedestrian flow volumes broken down by entrance. Where advertising sites are placed in these areas, income may be based on the number of people who see the advertisement.

· Measure the impact of marketing spend, i.e. a fashion show increasing predicted pedestrian flow – cost per additional visitor.

· Comparisons of year on year improvements

· Understand and have more insight into tenant engineering activities.

Intermediate Level

A step up from perimeter cover is to monitor points of divergence within a centre. When attempting to understand where and why shoppers move and progress around a centre, it is highly beneficial to measure pedestrian flows at points where the public have a choice of direction, either horizontal or vertical. These points would cover lift entry points escalators and forks in the mall. 

Additional commercial and operational benefits can be realised:

· The counting system software of a number of leading companies now allows “linger points” and crowd number trends to be monitored. This will provide useful marketing information, such as how many shoppers viewed a screen-based advertisement, fashion show etc. This will assist in justifying a market rate for mall sponsorship, promotions and other income generating initiatives.

· Modern counting systems are capable of sending “by exception” messages. If flow rates exceed a threshold level at an escalator, then a dangerous incident could be developing. If a group above a certain number are waiting for a lift then they will become frustrated due to the extended waiting time. Messages may be sent to a controller, who acts on the information. Integration with CCTV could push the image to the controller. If exhibitions or large-scale events, such as a live TV broadcast are to take place, the volume of visitors may need to be controlled. Once crowd densities exceed a “warning threshold” an alarm message may be sent, so that entry by others is restricted.

Advanced Level

The final tier of coverage is the monitoring of pedestrian flow “over the threshold” of the shop units. The primary objective of this level of installation is to provide “peel-off” information i.e. the percentage of shoppers who enter the shop unit relative to those who pass by. This can be compared against similar, (generic) retail groups, to establish a “league table” of similar retailers e.g. jewellers and measure their success rate in attracting customers. If daily turnover information is collected, the “conversion rate”, i.e. the average spend per visitor may be understood.

This information is useful to both the owner and the retailer. Retailers will be able to match staffing requirements against predictable customer flow, rather than turnover, which is more useful.

If retailers wish to combine their EPOS information, i.e. rate of sales, type of sale and sale basket size, with the pedestrian flow information, then they will have immensely powerful information. It is very unlikely that this information will be shared, but retailers should be made aware of the potential of the system.

Over time, the landlord will be able to predict the likely number of customers a generic retailer group should expect for a particular unit. This is useful when “tenant engineering” a replacement occupier for a vacant unit, or negotiating a rent review.

It is common to charge retailers for over the threshold information, as it is considered to be above and beyond that which is expected from a centre. A small income stream may therefore be obtained. There are 3 options to consider:

1. Do not install to the advanced level

2. Do not install, but put infrastructure in place to allow a retrofit – if a retailer requests the service and is prepared to pay for it.

3. Install the system, use the information and sell it retailers when they are prepared to pay for it.

It should be noted that if the “intermediate” level installation is installed, then many shop units will be covered by specifying “multiple polygon” detectors, i.e. counting devices that are able to count multiple areas in each camera view.

It is recommended that the intermediate level system is specified and an optional cost is obtained for “over-the threshold” infrastructure and a per additional camera. Most vendors price per camera, rather than by counting location, so any additional counting location within the field of vision of a camera is highly cost effective.

During the design stage it will become clear how many shop units are already covered by the implementation of the intermediate level system. For the units that are not covered, prospective retailers should be “sold the benefits” of renting access to this information and these blind spots may be justified by the created income stream.

If there are gaps in cover, but the counting devices are specified as IP devices, then retrofitting costs are relatively low as additional cameras are easily plugged into the integrated network. 

Finally, some retailers are interested in internal counting, i.e. at an in store concession, or a new product gondola. It is very easy to plug in a device for use within the store – at a low cost.

Two companies dominate the top end of the UK market, with 2 good quality companies attempting to break into the sector. A variety of technologies are used and a range of cost models are offered by the companies. Each company produces a different solution to system requirements so it is necessary to produce a performance requirement document rather than a traditional, prescriptive document - in order to compare tender returns objectively, i.e. how they meet and exceed objectives & for how much.

The tender documentation must state that the infrastructure will be IP and the vendor is obliged to use this network. All the major companies can accommodate this device IP addressable approach and note that savings are expected due to this omission.

The decision to buy (as capital expenditure), or to load costs on the service charge is important. For example, RCT are up to 30% cheaper than other suppliers on a like for like installation, but their costs in use are higher as they audit data remotely. After approximately 5 years, the additional costs in use make the savings cost neutral (The system should last 7 years).

Conclusion

The supply of pedestrian counting systems is very competitive and the major suppliers all seem to produce solutions that work! The production of the tender performance specification is very important, as are the mid tender briefings in order to make the best final selection. Options for systems extensions (e.g. inside shop units) and enhancements should be costed as part of the tender return. At face value there is no benefit in procuring the system as part of the main contract, but as the commissioning of the system will be required prior to P.C. it is advisable to leave it in.

Interestingly Sony are piloting a counting system that makes use of a centre’s CCTV system. This is new technology and uses biometric parameters to monitor individuals. A spin off of this technology, apart from the enhanced marketing information obtained from tracking individual movements inside a centre is being able to feed the police database with facial recognition data. Other pipeline developments include the detection of suspicious behaviour.

2.10 Control Room Evacuation

Control room location and design is critical to the performance of the centre and is covered in a separate guidance note. From a technological perspective, understanding the evacuation philosophy is an important part of the specification.

There are 2 levels of impact, in the event of control room evacuation:

If the control room alone is to be evacuated, e.g. a fire in the control room, then transfer of critical systems to other manned worked stations should be made possible. If most information is networked then the cost of facilitating this will be low. 

If the whole centre is to be evacuated due to a bomb alert, or because a device has exploded, remote access to information is highly desirable. This may also be achieved at low cost by creating a virtual private network (VPN) to an office 1km or further from the site.

Remote viewing and control of CCTV, fire and security systems (even access control) would be beneficial at such a time. Security of such a system would need to be paramount, but this maybe resolved relatively easily.

2.11 CCTV System

[This section has been significantly extended into a separate guidance note.]

Installations, with hundreds of cameras mean that it is practically impossible to effectively view and absorb the live images of all locations. Certain areas, such as mall entrances, car park barriers, feature lifts etc. should be watched live, but many locations, such as fire exits need not be viewed until an incident occurs and the image is “pushed” to the system operator. The benefits of integration of the CCTV to other systems are already noted in other sections of this document, but by adopting a unified approach far more value may be derived from the installation.

· Additional software added to the CCTV system could extend the benefits derived from the installation, for example, facial image recognition and numberplate recognition systems. 

· Modern intelligent systems record images locally and if there is no activity, record over the images, say, once an hour. This reduces image traffic over the network.

· With a digitally based system, at any time post opening, a CCTV monitoring service may be added to the list of additional (chargeable) offers to retailers, i.e. placing one or more cameras inside the store and monitoring customer (& staff activity).

System Specification
Shopping centre CCTV specification requires a detailed understanding of the multiple objectives of use within a shopping centre and this section does not supersede the need for a comprehensive workshop on the topic. The technological concept is described, as are some notes on use and an outline on how the design should be finalised. 

Technology

There are 3 options for CCTV:

1. Analogue

2. Digital

3. Analogue/digital


Analogue

All major CCTV companies produce analogue CCTV systems, they are tried and tested, they are reliable and they produce appropriate imagery. However, due to the radial topology of the coaxial cable requirements, tremendous wire lengths are required, with corresponding containment. Running additional retrospective cameras would be a significant exercise. In addition, the entire market is evolving towards IP addressable digital cameras and coaxial cables will be become mostly obsolete.


Digital

Digital cameras, both fixed and telemetry controlled, will dominate the market within a few years. Simple fixed view IP cameras in steady state lighting conditions provide a simple, plug and play solution. Telemetry controlled cameras are currently more expensive than the tried and tested analogue alternatives and the image quality is said to be inferior (no 1st hand evidence available) In addition, in order to achieve video quality images, the bandwidth requirements are 6 meg’, which is very hungry indeed.


Analogue/digital

While the transition from analogue to digital is taking place and the “right solution” is unclear, a future proofed midway solution should be considered. Analogue cameras may connect to fibre infrastructure, by converting the analogue signals into digital via a local digital encoder. Analogue cameras, of every description may be specified (at no additional cost) to communicate on twisted pair cables (CAT5e or CAT6) via an RJ45 socket. These cables should be used between the camera and the local wiring cabinets, as they may be used for IP installations in the future. This negates the need for individual coaxial cables to run individually back to the control room, which should be a saving.

Viewing

The control room design should be based around the CCTV requirements. The design of the control room requires a separate workshop.

It is both unrealistic and unnecessary for operators to view many tens of cameras. They will individually only be able to pro-actively view activity on perhaps 30 images. Of course most cameras will not need viewing until there is movement in the field of vision. At any particular hour of any day of the week certain collections of images from around the development will be of greater interest than others. For example, during trading hours, the majority of viewed images will be of the mall, while at night the balance will shift and views of the external perimeter will grow in significance (it is noted that the routes through the centre will be open 24-hours per day).  The images of most use will be the external perimeter. Staff entrances and site traffic entry exit points will perpetually be of interest.

A “video wall” is strongly recommended, rather than pigeon holed CRT screens. This wall may be created as a forwarded projection, back projection, facet-mounted plasma or LCD installation. The pros & cons of the most cost-effective acceptable solution need to be discussed in more detail. The video wall will permit maximum flexibility of image management, with split screens of varying image size and image clustering.

For “by exception viewing”, that is; activity is detected in the field of vision of a camera - that is not predicted, “spot monitors” should be positioned on the work station console. When an unplanned activity occurs, the image is presented to the operator to react to and will be used in conjunction with other screen-based information, such as the fire alarm schematic. 

Although costs will be fixed at the tender for the supply of the video wall screens, the contract should be caveated that the screens will be finally selected at a later date, for the agreed fixed cost amount. This ensures that the latest and best screens for the agreed money will be obtained.

Where telemetry controlled cameras are “cause and effect” connected to other systems, such as the fire alarm, external inputs should result in predetermined images being presented. For example, if a shop unit experiences a fire alarm, the nearest PTZ camera shifts to a pre-set position to view the best image of the shop front and this is displayed on the spot monitor. Fed images should be prioritised by category, in the same way alarms are managed, i.e. a fire alarm image overlays a traffic jam.

Management and (possibly) external stakeholders will wish to view camera images. This should be facilitated in a way that enables them to select a camera and view, but not control the image.

As there will be a residential element to the building, with (undoubtedly) CCTV views into the flats, it will be necessary to electronically “blank out” zoomed in images, to prevent abuse and infringement of privacy. This may only be practically achieved, once the flats are built and the cameras installed.

Recording and Playback

The recording of camera images must be digital, onto arrays of hard drives. A RAID solution is a common approach to the avoidance of disc failure. By reviewing the system requirements the quantity of memory may be established, e.g. recording “n” mall cameras, recording x bytes per second, 24-hours a day, with a write over duration of 21 days…etc. The ability for centre staff to select a camera, select a date and time and play the recording is important. Where this playback utility is possible is subject to further discussion.

Images will need to be printed. A photo quality printer should be located near to the playback facility. 

It is necessary at a pre design sign-off stage to obtain written confirmation from the Crown Prosecution Service of how the recordings of criminal activity are kept and copied. It is essential that not only is the evidence admissible, but that the removal & holding of the evidence does not affect the centre’s operational effectiveness.

Cost Option

You can lease CCTV systems to building owners, so there is no capital expenditure requirement and the costs are picked up via the service charge.  However, in the long term it is a very expensive way of receiving a CCTV facility.  The main contractor will still charge a management fee based on the cost of the installation.

Tender Specification

Over several years (and several shopping centres) a simple process for specifying a entire CCTV system has been established.

Narrative descriptions of system requirements for all generic areas should be produced, eg mall entrances, fire exits, car park entry lanes, public toilets, external perimeter, etc.

For example: “Mall Entrance Doors”.

· Fixed cameras facing into the mall must capture images of very person, including small children who leave the centre.  Fixed cameras must be used to ensure that every single person is viewed and recorded. There must be no blind spots in the field of view.

· The image must provide a whole forward facing headshot. The image should be captured from a low angle, to ensure that the view is not diminished and does not only capture the top of the head. (As facial recognition software maybe implemented in the future, it will be necessary to consult facial recognition software companies for their requirements.)

· The depth of field of the image must be sufficient to ensure that a sharp focused image is achieved over a significant distance in front of the doors.

· The frame rate per second should ensure that short duration incidents, such as a stabbing are captured in full (it is unlikely that this will be less than 25 f/s).

· All still images from the multiple frames per second rate should be sharp, bright and clear. Prints from these images must be admissible in court. (The photographic equivalent of 1/250 sec, f8, ISO 200)

· The image must be viewable in real-time in the control room

· The images must be stored for 21 days

Requirements must also be graded, e.g. essential, highly desirable, useful-if-we-can-have-this-too to assist the designer.

When the generic spaces require telemetry-controlled cameras, the interface requirements must be stated, e.g. when a shop unit fire alarm is activated, the nearest mall camera adopts specific telemetry to best capture the incident. All cameras should have the capability of being interfaced to external system alarms, which results in the image being automatically displayed on a control room spot monitor.

These generic spaces should then be identified on a complete set of clean layout drawings (with most layers switched off). Other specific areas such as the management suite and the control room will need specific requirements.

There will be areas, particularly in the car park and service yard, where columns and other obstructions cause blind spots. This is inevitable and the purpose of the exercise is to optimise the camera positions rather than eliminate all locations of obscured vision. Only when important places or installations are obscured, e.g. a help desk obscured by an escalator, should the possibility of an additional camera be considered, and even then, only after repositioning has failed.

The tender should permit the client to exactly locate the camera after the structure, grg, smoke screens etc. are complete. This repositioning, within a 1 m radius, ensures that the negative impact of unexpected structure and installations is mitigated.

The narrative and referenced drawings and (elevations) should be summarised on camera data sheets (by the designer), which will unambiguously guide the sub contractor during his product selection and installation. Centre management will be able to “sign-off” the agreed performance expectations during user training sessions close to opening. 

Prominent Locations

Cameras should be prominently positioned to ensure that the public is aware of their location. The deterrent factor of overt cameras should not be underestimated and architectural complaints of the installations spoiling the “clean lines” should be rebuffed. 

Domes

All cameras should be mounted in smoked brown domes (20cm dia), with the exception of cameras that clearly capture the full view, e.g. lift lobbies. This prevents “interested parties” from seeing the direction of the camera view and protects the camera from moderate vandalism. Smoked brown domes admit more light than architecturally preferred silvered domes.

Signage

It is now necessary to locate signage in places where CCTV is monitoring activity, that explain the purpose of the surveillance. These signs increase the awareness of the public, which is a good thing. 

Flexibility

The tender documents must make clear that there is a requirement to ensure that the system is capable of expansion in increments. There is a potential market for the developer to offer an optional CCTV service to retailers for profit.

Conclusion

The CCTV manufacturing and supply industry is moving from analogue to digital, IP devices, but is not there yet. The tender documentation should be performance driven, stating system utility at every “touch point”, but not requiring each device to be IP. 

As both analogue cameras utilising local analogue to digital encoders and pure IP digital cameras may utilise the same CAT5e/6 & fibre optic backbone, then the infrastructure decisions are straight forward. Although the industry is changing quickly, it is unlikely that a cost and performance effective IP solution will be available by the ordering cut off date. However, fixed, low(ish) spec’ IP cameras in static lighting conditions, may be the right alternative in the near future.

Accordingly, the tender should be structured such that a fixed price solution is agreed, but there will be an opportunity to revisit the camera type, prior to actual purchase.

3 Centre Management Staff to/from Centre Management Staff Comms

Centre management staff will communicate with each other mostly by voice & data. The main controlroom, car park control, service yard control, the management offices and the help desks will be manned (at different times) while other “available” telephones will be situated at various locations in the building. Voice communication will be either by telephone or wireless device. It would be very useful if the telephone could connect directly to the wireless device and vice versa to allow call transfer while staff are away from their fixed extension. This is possible if antennae are connected to the centre-wide network and the wireless devices are IP, rather than the conventional UHF. 

There is no doubt that voice and data and (non CCTV image) communications should be converged (Gartner Group state that savings on a like for like basis can result in savings of 80%). Wireless systems should be seamlessly interconnected as part of the same network.

3.1 Voice

The wireless system should emulate UHF functionality, i.e. full duplex, semi-duplex and simplex transmissions. This means that:

A field unit may talk “one to one” with the controller (with no-one else listening in)

The controller may be heard by all the field units, but the individual field unit is muted to all but the controller. This ensures that the controller can always immediately send an “all units” message and passive users send. 

Every unit may talk to every other unit.

Simplex communication is where everyone can transmit and receive to everyone.

A full system specification will need to be worked up, but features, such as the following items should come as standard:

Man down – where if the unit is horizontal for more that 45 seconds, it transmits a distress signal. 

Fully addressable – each radio has a unique identification, that enables the controller to see who is communicating.

Covert – the ability to leave the device “open”, so that the controller may listen and record conversations, without “pressing to talk”.

Unit switch off – if a hand set is stolen or lost, it may be remotely rendered inactive, to prevent “listening in” etc.

It is good operational discipline to operate several wireless “channels”, in order to prevent unsustainable levels of “traffic”. Usually 4 channels are preferred; security, maintenance, cleaning and car park. Although centre operatives will have different needs from their handsets, all should be multi-channel so that radios are not specific to one group and during an emergency all operatives working on an incident may switch to a single channel. External calls could be made via the same system.

3.2 Wireless Data

Wireless Systems

Wireless technology is important within the retail and shopping centre environment and will become increasingly so. Although the dominant use for wireless systems is for income generation, the wireless network may also be used for a number of additional purposes, such as maintenance staff and contractors utilising PDA’s (palm top computers) for maintenance activities. or providing a comms link (for example to a screen on the mall), where structured cabling does not exist.

.

Utilising wireless technology for income generation while preserving bandwidth control is currently a very specialised field. Companies, such as CDS, will provide a cashflow model on the viability of the implementation of a wireless solution and to write the tender documentation for implementation. They are prepared to forgo the costs if they successfully procure the business. The cost for this work is approximately £27K if the delivery contract is not realised.

Legal Issues

Although a short form of words may be developed by the managing agents for the lease documentation, to protect the developer’s income potential and to regulate spectrum take up, CDS recommend that specialist lawyers write the definitive text. This is offered in 2 parts:

1 Provision of lease text and description of the management process for tenant approval and implementation

2 Additional support during negotiation

The costs quoted are £3,500 and £2,750 respectively. Both these costs will be written off if CDS are ultimately awarded the contract. 

Conclusion

It is recommended that part 1 is commissioned, then all legal liability will fall on CDS. We do not recommend at this stage part 2, as it may not be necessary.

3.3 Management Network

A virtual local area network should connect management team data users, who would access stored information, such as leases, correspondence, etc. held on management servers. This information may also be accessed, through appropriate security levels, by stakeholders remote from site. The 2 main management occupied areas are the management offices and the controlroom. However, the car park, customer help desk and the workshop if specified should also be connected.

CCTV images & critical alarms may be system configured to be transmitted around the network, for example, all management work stations should receive the fire alarm message as a screen overlay.

4 Centre Management to/from Retailers (& Retailers’ Representatives)

4.1 Retailers Systems

Communication will be mostly data, with some voice and possibly images. Critical information, such as bomb alert messages, must be received and responded to immediately by shop staff, as must panic button calls generated by retailers. Probably the best approach is the free issue of an IP videophone to each retailer. The colour screen is touch sensitive and web page compatible. This device must be situated at the point(s) of sale within the shop unit, to ensure that it is responded to [This must be included in both the shop fitting guide and the operational guide]. For example, the phone rings and the message is sent simultaneously. The touch screen is used to acknowledge the message. Attempting to force retailers to place a larger device, e.g. a work station, at the point of sale will be resisted.

· Retailers may wish to have a full workstation (IP thin client) away from the sales floor (in a back office) for ease of access to web pages, sending emails etc. This would also be more useful for reading/printing centre manuals, calendars, management reports and other occupier information. A range of devices for this purpose should be made available to the retailer, at his cost.

· If failsafe communication is required, a handheld pager or PDA may be issued and carried by the manager, but as this will be in addition to the videophone, it should be charged for.

· The system will have many attributes, but the audit trail of who said what – to whom and when is a critical requirement for management.

· Many other benefits, such as the connection of the rear of unit service doorbell to the corridor CCTV – fed to the point of sale, are easy to achieve.

· Rather than provide each retailer with an internal phone, a “Shop Alert” type system and various other ad hoc means of communicating, a single, all encompassing device, would be more economic and efficient. 

4.2 Daily Turnover Information

It is recommended that retailers are obliged to provide turnover information on a daily basis. This may be resisted initially, but if the process of providing the information is easy and they obtain major benefits from the daily provision of this data (and see no negative impact) both landlord and retailer will derive a far greater insight into the strategic management of their business – if the information is combined with other data. Facilitating this though a web page on a touch-screen next to a point of sale device is the best practical method of input (apart from a direct till interface, which is currently unacceptable to retailers).

5 Retailer to External Connections

The UK market for the provision of external telecommunications is deregulated, but BT is still dominant. Recent legislation concerning the “unbundling” of the “last mile” of infrastructure prevents BT from exclusivity of customer ownership, where they own the cables to the point of use.

It is recommended that entry points for telecom operators be established at an early stage. All the players in the market should be approached to establish whether they wish to “rent” a wiring room close to the building perimeter. This is the point at which they terminate their cabling. (There is no need for any supplier of telecommunication services to install cable beyond their wiring room) The internal cabling should remain within the ownership of the landlord and “space” is rented by the operators. The landlord system maybe connected to the operator within their wiring room.  The pay back for such an approach may be as short as 3 years.

The landlord’s common infrastructure must meet the operator’s specifications. Enquiries should be made to establish whether the individual operators require copper cabling for some applications wanted by their customers, as this will influence the range of cables and locations in the infrastructure specification.

The landlord’s telephone system should be extendable, to enable retailers to purchase data and voice services from the landlord, which will provide an additional income stream for the centre owner. This would be easy to facilitate and the system would create a detailed invoice that would feed into a unified bill for “additional services” – over and above the service charge. This service is likely to be interesting only to the small chains and single operators as the large chains, such as Next, have competitive national contracts.

Centre management would contract out the responsibility for the management and the liability of the network, but a good (net) income stream should be obtained.

As noted above, there are 2 income models for wired telecommunications and both may operate side by side. They are:

Income from “leasing” the cables to the likes of BT, so they can provide a service to their customers.

Income from providing data & voice services direct to retailers as an extension of the developer’s system. 

BT and other telecom service providers will want and need to have access to their customers within the building. They will want to either install their own cables or to “buy” the developers cables. After the cost of installation, it is probable that a net profit of £40K will be achieved by the developer, if this approach is taken. The providers would effectively be buying a future income stream from the developer.

A better option is to rent the cables to the various operators for an in-perpetuity income stream. The centre network will have to be managed by a 3rd party anyway, so the risk and hassle of owning cables used by others is not an issue. The charges will be regulated by OFCOM 

Although the profit levels from model 2 are greater, the volume of take up will be low, due to most of the retailers who take leases being national chains who have national telecom contracts. There will be a minimum threshold of take up before this initiative breaks even. However, the residential tenants and some retailers will be interested in the service. It will be simpler if this service is offered through a specialist partner, to avoid becoming a “Telecommunications Provider” who are subject to a range of obligations (better to be the “gatekeeper”!). The landlord’s system will facilitate single/multiple extension itemised billing, with call recording/baring & messaging. 

If this income is to be pursued, a mock up facility, presentation facilities and motivated, informed staff will be required to “sell” all optional services to retailers and residents. This facility may also be used to present to occupiers how the developer will communicate with them. Companies such as Cisco and others would provide the equipment and resources for such a set-up.

All the providers that currently own cables in the surrounding streets should be formally questioned to ascertain their specification requirements, possibly including copper as well as fibre optic. 

6 Centre Management to/from the Public & Other Parties

6.1 Voice

A unified IP telephone system should be installed. Consideration should also be given to a “golden number” system, with voice recognition call routing. Caller demographic information may be automatically collated by inquiry and used for marketing purposes and the management of retailer incoming calls (and advertising) will result in an additional income stream.

External calls

Inevitably the public will make calls to the centre management, to inquire about opening, car parking, complaining (!) wishing to connect to retailers etc. (even bomb placement warnings). 

Other Devices

The centre will have communication points connected to various systems within the building. The lifts will have an emergency intercom, the car park pay on foot system will have call points at the barriers and payment machines, as well as help points for security. Other voice communication may be at door access systems and disabled refuge points. The physical microphone and speaker (& internal cabling) should remain the responsibility of the specific installation manufacturer, but the connection should be IP, linking back to the VOIP (voice over IP) system. This will enable calls to be diverted to an “emergency phone” that will always be answered. The VOIP system should be interfaced to the CCTV to “push” an image of the caller to the control room operator. Being part of the telephony system, the call may be automatically recorded, if an audit trail is required.

6.2 Data

It is becoming increasingly important for centre management to engage directly with visitors to shopping centres. From the moment the public enter the scheme (or car park) to the point when they enter a shop unit, they are potential landlord customers. To a lesser extent, communication extends outside of the perimeter, via internet contact. 

2nd person (i.e. direct) sales may be obtained (e.g. gift cards) and 3rd person, e.g. advertising income from agencies (for facilitating “centre customers” exposure to a particular advertisement) will provide significant additional income. 

Internal/external screens

Centre management may communicate directly with the public by large plasma (or LCD) screens and LED screens situated around the mall areas. The locations for such screens should be considered at an early stage of the mall design, as fixing and architectural details may affect the structure. The screens (which must be high intensity, for daylight conditions) may provide public transport timetable information, traffic reports, what is going on in the neighbourhood etc, but the primary objective is to earn an income from: international brands, retailers in the scheme, non-conflicting external retailers and neighbourhood service providers. As with many of the additional income streams noted in this report, the landlord may choose to outsource at least some of the management and responsibility, while still retaining the majority of the net income.

Information kiosks

Information kiosks are robust unmanned touch-screen terminals, often with a built in printer and card reader. The public use them for obtaining information about the centre and related areas, such as train times, obtaining vouchers and communicating with the centre. Retailers (internal) and product suppliers (external) may advertise using this system, which will cover the running costs. The locations for these devices should be identified at an early stage.  

Internet

The information on the internet will be similar/but not identical to the information on the information kiosk.

7 Public to Public

For the few members of the public who do not own a mobile phone (by centre opening), public pay phones should be considered. These would be landlord phones, connected to the network, with the capability of accepting payment.

7.1 Mobile Phones

Mobile phone operators desire coverage in areas of dense population, e.g. a shopping centre. GSM, GPRS & 3G require varying degrees of coverage from local antennae. These aerials may plug into the centre network, communicating with the base equipment located in a separate room. An income may be generated from renting the network & equipment room, as well as income from allowing access to customers within the scheme.

Marketing direct to mobile phones via SMS and recorded voice is another “channel” that maybe exploited and may benefit from an interface with the marketing/advertising media system.

8 Miscellaneous

8.1 Cable Television Signals

Ideally cable TV signals will be streamed via the network to subscribers. However, it will be necessary to check with signal providers that they have cable in the roadway adjacent to the building. The alternative is for a landlord satellite dish system to feed subscribers. The scenario of tenants installing their own dishes on the roof and cabling back to their unit is generally undesirable.

8.2 Emergency Services Communication

The emergency services will wish to communicate amongst their own team, both on site and remotely at their central control using their own system. The building, being partially underground and in places very solid reinforced concrete will result in signal loss. Discussions with the services should take place, to understand their technology and how this communication problem may be overcome.

8.3 Dark Fibre

“Dark fibre” is the term used for unallocated fibre installed in anticipation of future needs, whatever they may be. The cost of the cable is relatively small (the cost being mainly in the encode/decode devices on each end. A % of dark fibre should be installed for future proofing the schemes technology needs.

8.4 Lifts

The lift cars and system contain a number of electronic installations:

Voice communication

The help button intercom should connect to the IP phone system as an extension

Maintenance monitoring

Almost all lift installations include remote maintenance monitoring software. Although this information should pass through to the lift maintenance company, it should also drop into the PPM system, to avoid too close a tie in with the lift company and to independently compare performance against service level agreements. Lift companies do not like agreeing to this, so the tender returns should be closely scrutinised for exclusions.

Video screens

Video screens of various shapes and sizes are now installed in lift cars, as well as in lobby areas. They provide information on the centre, car parking weather etc. and provide income in the form of advertising (think Heathrow link)

8.5 Income from Selling Advertising Space With the Building Footprint

This will be internal and external and a combination of screens and static sites. A separate workshop should be held with the designers and a media content supplier (FOC) to identify suitable sites and the technical and structural requirements. Power and an IP network termination should be specified at each point where a screen will positioned; these may be bulkhead, wall and floor locations. During the same exercise, it makes sense to locate mall directories, information kiosks, public telephones, ATMs, vending machines and retail kiosks as the service requirements will be same.

8.6 Income from Selling Optional Services to the Retailer

As long as a service ordering, monitoring and billing system via a help desk is established as part of the landlord/tenant communication system then most optional (physical) services may be offered without affecting the technological design. For example, maintenance, minor building work and cleaning activities may be offered.

Electronic system extensions, such as pedestrian counting, security monitoring, energy management and CCTV are possible. 

Experience shows that retailers are much more likely to take up optional services if they are made aware of them very early in the run up to opening programme.

8.7 Income from 3rd Party Vendors Providing Services the Centre

No technological intervention is required for this potential income stream, although ensuring that BMS data is exportable to the PPM system is necessary.

8.8 Income from Selling Products and Services Direct to the Public

Electronic screen based kiosks that reside on the centre network may be used for selling gift vouchers – a very profitable activity, given that perhaps 5-10% are never redeemed. Again, the function required from mall kiosks should be discussed in the context of in-mall installations and income, to establish whether they need to print tickets, take credit cards etc.

8.9 Residential Additional Income

The developer’s primary source of additional income stems from being in the position of gatekeeper. 

If a communication device, identical or similar to those offered to retailers is provided to residential occupiers at their cost, then almost any 3rd party service may be ordered via the system. 3rd party service providers, from take away restaurants to window cleaners pay to be on the “published” services list and then they pay a sum per successful transaction.

Other income streams may be generated by extending the existing shopping centre systems into the flats. These include security, fire & CCTV/door access monitoring.

Telephony, data and entertainment services may be offered by 3rd parties, for an over the threshold fee, although these only tend to be profitable if large numbers of units are clustered.

Conclusion

There are many ways to potentially extract non-shop rental income from a retail development. Some initiatives benefit from being built in and others benefit from being “sold” to potential purchasers well before the centre opens. All the groups of potential consumers should be interrogated to establish the services they would benefit from, the market rate for the service and the capex & life cycle costs of providing the service. Once the demand is known, then the decision to invest and deploy can be made. ACCL retail research division could undertake this activity.

Final Communications Recommendation

A range of specialist subcontractors will be required to implement the issues raised in this section of the report. In addition, a specialist telecommunications project manager will be required to ensure that system integration is successful. It is likely to be beyond the experience of most construction managers.
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